U Universiteit Antwerpen
| Faculteit Rechten

Digitale dreiging, strafrechtelijke
antwoorden

Anacon Antwerpen 20231019 - Provinciehuis Antwerpen



Catherine
Van de Heyning




Universiteit Antwerpen







saw a wave of screens turning
black. Black, black, black. Black
dblack black black black







QS o o~ % i:d!léﬁf&[tﬂl?ﬂ‘QJ Elﬁi|§” - 7
l-mmmmmm e ———————— Your networks has been penetrated------==--cccmm e m e
2A11 files on each host in the networks have been encrypted with a strong algorithm.
3 Backups were either encrypted or deleted or backup disks were formatted.
4 Shadow copies also removed, so F-8 or any other methods may damage encrypted data but not recover.

sWe exclusively have decryption software for your situation.
6 ===No DECRYPTION software is AVAILABLE in the PUBLIC===
7 - DO NOT RENAME OR MOVE the encrypted and readme files.

8 DO NOT RESET OR SHUTDOWN - FILES MAY BE DAMAGED
9 DO NOT RESET OR SHUTDOWN - FILES MAY BE DAMAGED
10 == ==D0 NOT RESET OR SHUTDOWN - FILES MAY BE DAMAGED==============———=======

11 ==~THIS MAY LEAD TO THE IMPOSSIBILITY OF RECOVERY OF THE CERTAIN FILES---
12 ---ALL REPAIR TOOLS ARE USELESS AND CAN DESTROY YOUR FILES IRREVERSIBLY---
13If you want to restore your files write to email.

14 [CONTACTS ARE AT THE BOTTOM OF THE SHEET] and attach 4-6 encrypted files!
15 [Less than 7 Mb each, non-archived and your files should not contain valuable information!!!
16 [Databases,large excel sheets, backups etc...]J]J!!!

17 ***you will receive decrypted samples and our conditions how to get the decoder***
18

19 *A*ATTENTION*A*

20 =YOUR WARRANTY - DECRYPTED SAMPLES=

21 -=-DO NOT TRY TO DECRYPT YOUR DATA USING THIRD PARTY SOFTWARE-=-

22 —=-WE DONT NEED YOUR FILES AND YOUR INFORMATION-=-

23

24 CONTACTS E-MAILS:

25 unlock@eqaltech.su

26 AND

27 unlock@royalmail.su

28 0R

29 kensgilbomet@protonmail.com

30

31 _-_ATTENTION_-_

32 In the letter, type your company name and site!

33

34 ***The final price depends on how fast you write to us¥**¥*

35 A_*Nothing personal just businessA_* CLOPA_-

Ln1:36 Coll Sel0 183 KB UTF-8 CR+LF INS Default Text







$870,000,000 - Merck
$400,000,000 - FedEx
$384,000,000 - Saint-Gobain
$300,000,000 - Maersk
$188,000,000 - Mondeléz

$129,000,000 - Reckitt Benckiser



Belgium tops list of nations most

vulnerable to hacking

Cybersecurity 2016:

Belgium Most Vulnerable
To Hacking, Online Attacks,
Report Says

The number of ransomware incidents has increased
worldwide, but — for a yet unknown reason — the Benelux
countries have suffered more than usual. Some 6% of the
Incidents reported worldwide were located in the Benelux
region, whereas before 2016, this figure hovered between 1%
and 2%.
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Cyberaanval in de haven: Antwerps parket start
onderzoek, Nederland vermoedt geen
gecoodrdineerde aanval
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En dat is maar eéen van de vele
dossiers




Phishing
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RAT fraude
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Factuurfraude




CEO Fraude
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Boilerroom fraude

.{9 BUXberg AboutUs v  Invest ¥ Learn ¥  Support Trade Now

Want to invest in
stocks with low
commissions?

Invest in our top-traded global stocks with low commissions
through our full-powered trading platform.

or See more about the offered markets




Security & Veiligheid is 2







Voice cloning
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Deepfakes
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Crypto
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Gentlemen!

Your business is at serious risk .

There is a significant hole in the security system of your company.

We have easily penetrated your network.

You should thank the Lord for being hacked by serious people not some stupid schoolboys or dangerous punks.
They can damage all your important data just for fun.

All files on each host in the network have been encrypted with a strong algorithm
No one can help you to restore files without our special decoder.

If you want to restore your files write to emails (contacts are at the bottom of the sheet)
and attach 2 encrypted files

(Less than § Mb each, non-archived and your files should not contain valuable information
(Databases, backups, large excel sheets, etc. ))

You will receive decrypted samples and our conditions how to get the decoder.

Please don't forget to write the name of your company in the subject of your e-mail.

You have to pay for decryption in Bitcoins.

The final price depends on how fast you write to us.
Every day of delay will cost you additional BTC
Nothing personal just business

As soon as we get bitcoins you'll get all your decrypted data back.
Moreover you will get instructions how to close the hole in security
and how to avoid such problems in the future

we will recommend you special software that makes the most problems to hackers.
Attention! One more time !

Do not rename encrypted files.
Do not try to decrypt your data using third party software.

P.S. Remember, we are not scammers.

We don't need your files and your information.

But after 2 weeks all your files and keys will be deleted automatically.
Just send a request immediately after infection.

All data will be restored absolutely.

Your warranty - decrypted samples.

Contact email
alkhal@tutanota.com

cyrilga@tutanota.com



Kunnen en kennenis 2




Elke generatie
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LOGIN

CONTINUE

Online banking (dié ene op de Maagdeneiland)



Experten
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Hadden we maar




1. Kennis in huis halen (of toch dicht genoeg)
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2. Van de poetsman tot de CEO
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3. Digital leadership
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National NIS Strategies

=

Het gaat je tijd niet duren

Incident
Reporting

Security
Requirements

CSIRTs
Network

Cooperation
Group
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7. De strafrechtelijke weg
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Dank u
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