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4 C’s of Cloud-Native Security




Kubernetes (Security) Concepts
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Overly Permissive RBAC
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Kubernetes RBAC
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apiVersion: rbac.authorization.k8s.10/v1

kind: Role

metadata:
namespace: demo-ns
name: demo-role

rules:

- apiGroups: [""]
resources: ["pods"]
verbs: ["create", "get", "watch",

- apiGroups: [""]
resources: ["pods/exec"]
verbs: ["create"]

"ist" ;

"exec","patch"]
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apiVersion: rbac.authorization.k8s.10/vl
kind: RoleBinding

metadata:

name: demo-role-binding
namespace:

demo-ns
roleRef:

apiGroup: rbac.authorization.k8s.10
kind: Role

name: demo-role

subjects:

- kind: ServiceAccount
name: demo-sa

namespace: demo-ns
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apiVersion: rbac.authorization.k8s.10/v1

kind: ClusterRole
metadata:

name.

demo-cluster-role
rules:

- apiGroups: [""]
resources:

verbs: ["get", "watch",

["nodes","pods",pods/exec"]

"list","exec","create"]
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apiVersion: rbac.authorization.k8s.10/vl
kind: ClusterRoleBinding
metadata:

name: demo-cluster-role-binding
subjects:

- kind: ServiceAccount
name: demo-sa

namespace: demo-ns
roleRef:

kind: ClusterRole
name: demo-cluster-role
apiGroup: rbac.authorization.k8s.1o0

ANMACON
OX7EB



cluSt e.r'-a\o(m'in

B'ino('ing

AAAAAAA
OOOOO



3 K03-RBAC — The nasty stuff — -zsh — 157x42

Running the Web Application

larslefebvre@PMacBook—-Pro-van-Lars K@3-RBAC % I

Port Forwarding port 9999

The nasty stuff



Avoiding Overly Permissive RBAC Configurations
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Insecure Workload Comciguro«'t‘ions
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apiVersion: vi
kind: Pod
metadata:

name: demo-app-insecure-config
spec:

securityContext:
runAsNonRoot:
runAsUser: 0

false
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apiVersion: vi1
kind: Pod

spec:
containers:
- name: demo-app-insecure-config

image: larslefebvre/hd4cking-workshop-demo-app:867361
imagePullPolicy: IfNotPresent
securityContext:

privileged: true

serviceAccountName: demo-app-insecure-config
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apiVersion: vi
kind: Pod

spec:

hostNetwork: true
hostPID: true
hostIPC: true
containers:

- name: demo-app-insecure-config

volumeMounts:
- mountPath: /host
name: noderoot
serviceAccountName: demo-app-insecure-config

volumes:
- name: noderoot
hostPath:
path: / YNOX
wi, r
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apiVersion: vi
kind: Pod

spec:
hostNetwork: true
hostPID: true
hostIPC: true
containers:
- name: demo-app-insecure-config

volumeMounts:

- mountPath: /host
name: noderoot
serviceAccountName: demo-app-insecure-config

volumes:

- hame: noderoot

hostPath:
path: /




apiVersion: vi
kind: Pod

spec:

contailners:

- name: demo-app-insecure-config

securityContext:
capabilities:
dxop:
- ALL
add:

["NET_ADMIN","SYS_TIME","SYS_ADMIN"]




privtleged

container
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hostPath mount
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larslefebvre@MacBook-Pro-van-Lars K@l1l-InsecureConfig %




Remedies for Insecure Workload Configuration
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