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Kubernetes - Veilig varen in een zee 
vol gevaren
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K U B E R N E T E S  S E C U R I T Y

Varen in een zee vol gevaren



Agenda

• What is Kubernetes?

• Why is it so difficult?

• What can go wrong?

• How can we fix it?
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Multiple levels of fail
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O P P O R T U N I T I E S  O F  A T T A C K



T H E  E A S Y  S T U F F  F I R S T





Start small



Credential sniffing

• Secrets in code
• GIT remembers, even if you don’t ☺

• Build/release pipeline secrets

• Secrets in container images



Images age

• App dependencies

• Installed software
• Minimal, remember? ☺

• OS patches



Rogue repositories



Rogue images





Validating admission policy (>=v1.30)



DoS with lego











Fix: anti-affinity





Default Kubernetes networking

• Internal – external: allow all

• Internal – internal: allow all (across namespaces)

• External – internal: allow all
oAlthough limited by ingress and services (type loadbalancer)



https://editor.networkpolicy.io/

https://editor.networkpolicy.io/






RBAC

• Role vs ClusterRole

• RoleBinding vs ClusterRoleBinding binds role to a user, group, 
serviceaccount

• Can I use a rolebinding to bind a ClusterRole to a namespace? Sure!

• Watch out with ez-RBAC
• “All serviceaccounts can view secrets and configmaps in this namespace”

• Risk = objects in namespace



Attack: Gitops token abuse



Attack: Gitops token abuse

• Devops team uses gitops

• Devs use gitops

• Gitops didn’t use 2 separate 
serviceaccounts for deploying 
resources

• FIX: 2 separate serviceaccounts



Attack: ServiceAccount token abuse

• By default Kubernetes mounts serviceaccount tokens in the 
containers

• Why?



Fix: service account token hijacks

• Or



RBAC: secrets

• Secrets in k8s = base64 encoded config parameters
• So RBAC is our only hope ☺

• RBAC verbs to be cautious of:
• In case of secrets: “List” provides data, so list = [get,get,get,get]



Privileged container escapes

• --privileged == mount capabilities

• 2 dangers:
• Filesystem accessible via /dev

• Cgroup notification on release feature: metasploit-
framework/modules/exploits/linux/local/docker_privileged_container_escap
e.rb at master · rapid7/metasploit-framework (github.com)

https://github.com/rapid7/metasploit-framework/blob/master/modules/exploits/linux/local/docker_privileged_container_escape.rb
https://github.com/rapid7/metasploit-framework/blob/master/modules/exploits/linux/local/docker_privileged_container_escape.rb
https://github.com/rapid7/metasploit-framework/blob/master/modules/exploits/linux/local/docker_privileged_container_escape.rb


Filesystem access



Refresher from last year

A cgroup namespace is a Linux kernel feature that provides isolation of 
cgroup hierarchies for processes running within a namespace. 

Cgroups, short for control groups, are a kernel feature that allows 
organizing processes into hierarchical groups to manage and enforce 

limits on system resources like CPU, memory, and I/O.



If the notify_on_release flag is enabled (1) in a cgroup, then whenever the last task in the 
cgroup leaves (exits or attaches to some other cgroup) and the last child cgroup of that 
cgroup is removed, then the kernel runs the command specified by the contents of the 
"release_agent" file in that hierarchy's root directory, supplying the pathname (relative to 
the mount point of the cgroup file system) of the abandoned cgroup. This enables 
automatic removal of abandoned cgroups. The default value of notify_on_release in the 
root cgroup at system boot is disabled (0). The default value of other cgroups at creation is 
the current value of their parents' notify_on_release settings. The default value of a cgroup 
hierarchy's release_agent path is empty. 

kernel.org/doc/Documentation/cgroup-v1/cgroups.txt

https://www.kernel.org/doc/Documentation/cgroup-v1/cgroups.txt








Once you escalate…



More than just privileged

• Default set of CAPS: 
cap_chown,cap_dac_override,cap_fowner,cap_fsetid,cap_kill,cap_setgid,cap_setuid,cap_setpca
p,cap_net_bind_service,cap_net_raw,cap_sys_chroot,cap_mknod,cap_audit_write,cap_setfcap=
ep

• SYS_PTRACE + hostPID
• Inject shellcode in host processes

• SYS_MODULE
• Load own kernel module, run commands

• CAP_DAC_READ_SEARCH
• Bypass file read permission checks and directory read and

execute permission checks

• CAP_DAC_OVERRIDE 
• Same but for write on files it can see, so typically combined with READ_SEARCH



Fix: Drop all privs

• Pod Security Profiles -> admission control

• Pod Security Context -> actual settings





Deze partners hebben een voor ANNACON 0x7E8.
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