
B
IT

S
 &

 B
Y

TE
S

10
:4

5
 –

11
:3

0

Zo vind jij je eerste CVE

Robbe Van Roey



Zo vind jij je eerste CVE



Hacking is easy!



“If you want to become a
penetration tester
you need OSCP”
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you need OSCP”



Hoe kan ik dan mijn skills tonen?



Hoe kan ik dan mijn skills tonen?
- Do well in CTFs

- Post on Twitter, LinkedIn, YouTube

- Make walkthroughs, guides, …

- Write tools / Contribute on GH

- Do bug bounty

- Get some press attention

Allemaal gratis, maar wel veel werk



Get a CVE!



Wat is een CVE
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The mission of the CVE Program is to 
identify, define, and catalogue publicly 
disclosed cybersecurity vulnerabilities.

https://cve.mitre.org/



My First CVE
CVE-2021-39433



CVE-2021-39433
Local File Inclusion (LFI)
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Why are you connected to the 
internet?

CVE-XXXX-XXXXX
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Why are you connected to the internet?
CVE-XXXX-XXXXX
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JWT Algorithm Confusion
CVE-2023-48238 & CVE-2023-48223



JWT Signing: Symmetric vs Assymetric
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Nothing new: CVE-2016-5431
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But what about other JWT libraries?
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fast-jwt (npm) 
CVE-2023-48223

json-web-token (npm) 
CVE-2023-48238



CVE-2023-48238
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My PoC
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Cache Poisoning In Translate 
CVE-2024-29042



Vulnerable App
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Vulnerable App
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SSRF in Translate
No CVE 
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How a variable name caused a 
critical vulnerability

CVE-2024-21644



ZO VIND JIJ JE EERSTE CVE – ROBBE VAN ROEY - TOREON



ZO VIND JIJ JE EERSTE CVE – ROBBE VAN ROEY - TOREON



ZO VIND JIJ JE EERSTE CVE – ROBBE VAN ROEY - TOREON



ZO VIND JIJ JE EERSTE CVE – ROBBE VAN ROEY - TOREON



ZO VIND JIJ JE EERSTE CVE – ROBBE VAN ROEY - TOREON



ZO VIND JIJ JE EERSTE CVE – ROBBE VAN ROEY - TOREON

Can you spot the vulnerability?
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Can you spot the vulnerability?



Not just for free!
CVE- way too many 
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Nu is het aan jullie!



Deze partners hebben een voor ANNACON 0x7E8.
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